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MESA COUNTY %ﬂe/wﬁ

CLERK & RECORDER

How. Janet Rowland
Bouard of County Commissioners A Lt
544 Rood Ave. Grand Junction, CO Wg’ o @f‘ég f; P g

RE:  Forensic Report No. 2 on EMS Server Images
Desr Commissioner Rowland:

‘Enclosed is the second repont, m ::imt;-g;nm and hard copy form, from the cybersceurity experts
‘who have continued to analyze the foren: mages of the-drive of the DVS Deniocracy Suite Elestion
Mamg&ment System i i iy office which we used forthe manugement of the 2000 ¢ peneral election and the
2021 City Council Election. As you know; I had these images taken to preserve election records and heip
determine whether the county should continue to utilize the ;quxpm%mi frony this vendor. Becanse the
encloséd report reveals shocking vulnerabilities and defects in the current syster, placing my officé'and
pther county clerks in iegai ﬁﬂpardy, Tam fm'wa;‘dmg this to-the county attorney and 0 you 56 that the
canmy Mgy assess. its legal position a;;;mpmmly Then, the publicmust know that its voting systems are
' Tawed, illepal, and inherently unrcliable.

‘From my initial review of the report, it appéurs that bur county’'s voting system wis illegally
ﬁ%ﬁ?ﬁm'aﬁd i‘}iﬁlg “‘mﬁﬁgm el i sm:h-a way i?:az “*s;ma mtzﬁa can bx? eas:ly chmg,a{i » Wé, %3(%{: hceﬁ

m‘ib&ﬁf : i}(}’% afr” the secur ﬁy 1&@&:@3 z}mz mxdr:zr %ha:f w&i&m mmgabiez arzwmfiaiz}ie ami ﬁiagat
ust reassess its recently-renewed lease agreement and consider its legal options immediately, We cannot

??;e co&ﬁty

z:%:sm;ma to use this-equipment. Please respond once you have read the enclosed report,

Very truly yours

Tina M, Peters

Tina M. Peters

Mesa County Clerk & Recorder
2008, Spruce Street | Grand Junction, €O 81501
&Mm%gwgwaﬁgm Office(970) 244-1714 Cell (870} B12:2610




CONFIDENTIAL

EXECUTIVE SUMMARY

This report documents findings in an ongoing forensic examination of images of the hard drives? of the
Dominion Voting System (DVS) Demotcracy Suite (D-Suite) version 5.11:CO Election Management System
(EMS] server of Mesa County, Colorado. The DVS D-Suite EMS server in that configuration was used for all
elections held in 2020 and through May 2021, including the November, 2020 General Election, and the
April, 2021 Grand Junction Municipal Election. This voting system represents a portion of the overall
election system infrastructure in Mesa County and the State of Colorado. This report is limited to a subset
of the findings of an ongoing investigation. Report #1 is incorporated by reference.? The findings in this
report were prepared by e as a consultant to the legal team representing Tina Peters, the Mesa County
Clerk and Recorder, pursuant to her statutory duties as Mesa County’s Chief Election Official.

erf*tzxzal Discoveries

: ’fﬁis mgm% ﬁmm s the if:;ii;wmg critical émwmiw mgm&%&g ?ﬁ%@ mmt?’ 5 m;%:ing Ws&m
Uncertifiud software installed, r&zsémﬁg the W’f:mg system unlawful for use in %&:‘:ﬁiﬁ%
Does not meet statutorily mandated Voting System Standards (VSS) and could not have |
been lawhilly certified for purchase or use. ' '

Suffered systematic deletion of election records §wzﬂ% log files required by E‘Wem{ and |
State law to be generated and maintained), which, in combination wiz& ﬁﬁ"&ﬁ? issues §
revesled in this report, creates an unauditable “back door” into the election system. ’
Violates Votlng Systems Standards (“V58”] which expressly mandate prevention of the
ability to "change calculated vote totals.” This regort documents thisnon-compliance from
the logged-in EMS server, from a non-DVS computer with network access, and from a cell §
phone {which may be possible if any of the 36 internal wireless @imws invoting system
components are deliberately or accidentally enabled and 8 password is e;btaimé} '
Mandatory VSS “System Auditability” resuired features are disabled. '
Is configured with 36 wireless devices, whith represent an extrome and unng ,
vulnerabiiity, and which may be expioited to obtain umuzﬁs}ﬁmﬁf access frm exte iﬂai
éw%% networks, and the Internet.

- Is configured th ugﬂ firewall settings to allow any computer in the world to con nect to
the ﬁ%’@zz&im Manegement System (EMS) server,
Uses only 3 Windows password with g&wﬁa useriDs to restrict and control access. |
Contalins user accounts with administrative access that share passwords, subverting VSs- |
required user accountability and action tracesbility m:mtmi&. ' - i
Uses a selbsipned %’%zrggﬁw certificate which expeses the system to the risk of
undetected compromise or alteration.

1 A forensic image of 8 hard driveis & bit-for-bit copy of the user accessible data storage area residing on'the data
storage mechanism used by the computer system; it is-every byte of data accessible to the computeror user. Fora
complete discussion of this definition, see Appendix 1.

% Report No.1 was issued on September 15, 2021 and can be d?wrtfﬁzade’égtzbtfps;f!ﬁtand?«ithtina..érg’;!, N
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CONFIDENTIAL

Doug Gould is an expert in Cyber Security with more than 40 years’ experience in the field,
Doug retived from AT&T after 31 years, where he served as Chief Cyber Security Strategist, He
currently serves as Chief Technical Officer at CyberTeamus.

Doug began 3t ATET with Bay *  Security Device Ted
Laboratories, senving v the i%;% oip, &%&ﬁa ﬁ

% ﬁmﬁtmi@mm

e am-gre US Navy Veteran where he
mﬁwﬂ in Elecronic Wartare snd Electronic

Dougizani




MAJOR FORENSIC CASES

»

INSTRUCTOR OF FORENSICS

»

*

‘Wrote the entire course and taught the entire CISSP curriculum at Able Information Systems.

CONFIDENTIAL

Doug Gould Forensic Addendum

1986 —Disclosure of National Security Information
Discovered a leak of highly classified information and was able to identify the perpetrator within
group of 15 people. The FBl and US Naval Investigative Service brought this to resolution.

Early 1990's - US Secret Service investigation, “Mothers’ of Doom” hacker case

At USSS Evidence Lab, in response to a request for assistance from USS SA Jack Lewls, performed
evidence recovery and identified 800 pages of evidence, invalidating immunity of a suspect’s
testimony. in-a proffer session. '
Late 1990’s~ Interpath, a North Carolina Internet Service Provider (ISP}

This ISP-was 3 tier-1 (top level) provider infected with Stacheldraht malware. Invest
ims’zm ﬁg} WW&I‘ and uﬁmzzf ied tha;t all evadmm ﬁm zf ssz: izmi been ﬁﬁiewd “{?m o

'“‘ated the live

?racftice in Fﬂ:ansrcs no lﬁmgs;r is tha f rst s&:&p n&c&ssar;éy remwmg :?&e pswen Hacf that bean
done no evidence would remain in this case.

Late 19905~ As senior security administrator for the US EPA, investigated a mmplami fromthe
White House of computer intrusions and discovered an international attack involving 4 countries.
Wrote monitoring and tracking software to capture the perpetrator online, ﬁmught tag&they the
F% Rw&i ﬁamé&aw Mauntad ?ﬂ?itiﬁ&‘ gacw;, Ssmiand Yaré ar&é Seut::ﬁe Bundespost in a live

ﬁauth Camiir&a A Puhixc Watks sumw:wr .ae:guse&z:% af_ viaiatwncsf e:c;unty poliey was fired and
brought countersuit. Forensic investigation recovered 4 3” thick binders of evidence showing
sexual misconduct. Countersuit dismissed. '
Discovered Al Qaida attack plans targeting US Soil. Working with the FBI, the perpetiator, who was
aforeign citizen in the US. Arrest made within 48 hours and the attack was thwarted.
Mid-2000's — Florida vs. Rabinowicz — i a case where possession of contraband was the only
element of proof, stipulated that the contraband was authentic and present. | proved forensically
that the defendant was not technically in possession of the evidence and that svidenice was
planted. Qualified as an expert witness and provided expert testimony in this case.
Mid-2000's - Identified a leak of national security from Oak Ridge National Laboratory involving
chemical weapon information using forensic analysis and was able to identify the perpetrator. QSS
responded and resolved the case,
Mid-2000's ~ tnvastega&ed sabotage of a health industry. contractor.. The systems admm:st?atm
had been fired and sabotaged the system.. Solved the case and the administrator: want: 1o prison.

’i’aug};t Forensics ard Advance Forensic Techniques to State Law %znfamzmam Mﬁizary and majz:fr corporate
customers at the World Institute for Security Enhancement,

“i’aaght Technical Surveillarice Countermeasures { TECM} course forgovernmentand ind ustry at the World
Institute for Security:Enhancement,




